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On 31 August 2018, Singapore’s Personal Data Protection 
Commission („PDPC“) issued „Advisory Guidelines On The 
Personal Data Protection Act For NRIC And Other National 
Identification Numbers“ („Guidelines“). Due to the Guidelines, 
the collection, use and disclosure („Processing“) of national 
identification numbers and copies of identification documents 
(“Identification Data”) become generally illegal. Organisations 
may only Process Identification Data in exceptional 
circumstances. 

On 1 September 2019, the PDPC started to interpret the 
Personal Data Protection Act („PDPA“) in accordance with 
the Guidelines. Infringements of the PDPA may, amongst other 
possible consequences, lead to financial penalties of up to 
SGD 1 million. Organisations should hence review their existing 
practices with regard to Identification Data.

This Luther Alert aims to provide you with a short overview about 
the ambit of the Guidelines (see 1.), the limited circumstances 
in which it remains possible for your organisation to Process 
Identification Data (see 2.) and the steps your organisation 
should take to ensure compliance with the PDPA (see 3.).

1.   Which identification numbers are subject to 
the Guidelines?

The Guidelines apply to all kinds of national identification 
numbers (and the respective identification documents). They 
explicitly mention NRIC numbers, birth certificate numbers, 
foreign identification numbers („FINs“), work permit numbers 
and passport numbers. The list is, however, not exhaustive.

The Collection, Use and Disclosure of Identification 
Numbers Becomes Illegal

2.   Under which circumstances are organisations 
still allowed to process Identification Data?

In general, organisations are no longer allowed to Process 
Identification Data. They may only do so in two exceptional 
cases:

�� Firstly, Processing Identification Data remains allowed, if the 
collection, use and disclosure is required under the law or if 
the PDPA stipulates that an individual‘s personal data may be 
Processed without his consent. For employers, the provisions 
of the Employment Act are of particular practical relevance in 
this regard. Pursuant to the provisions of this Act, employers 
must maintain employment records of their employees. These 
records have to include the employees’ NRIC number or FIN. 
Processing these identification numbers is required under 
Singapore law in these circumstances and, hence, allowed. 

�� Secondly, Processing Identification Data is possible, if the 
collection, use or disclosure is necessary to accurately 
establish or verify the identity of an individual to a high 
degree of fidelity. This is in general the case, where a failure 
to do so leads to a significant safety/security risk or the 
risk of significant harm to an individual or an organisation. 
Organisations may especially consider cases in which the 
failure to accurately verify the identity of a person would 
expose them to a significant financial or reputational risk. 
In any case, an organisation has to be able to justify why 
it deemed it necessary to Process Identification Data. 
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It is important to note that the aforementioned comments refer (in 
addition to identification numbers) only to copies of identification 
documents. The retention of original/physical identification 
documents is illegal under the Guidelines unless required under 
the law. This will especially have an impact on the widespread 
practice to collect identification documents of building visitors as 
a collateral for a visitors badge. From 1 September 2019 onwards, 
this practice is generally illegal.

3.  What organisations should do to ensure com-
pliance with the PDPA?

Singapore organisations should…

�� review their existing practices with regard to the collection, 
use and disclosure of identification numbers (and copies of 
identification documents),

�� to minimise the risk of an infringement of the PDPA, adopt 
alternatives to Processing Identification Data wherever this is 
possible and suitable, and

�� review and amend their personal data protection policy 
to specifically address situations in which they Process 
Identification Data.
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