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The European General Data Protection 
Regulation – why South East Asian 
businesses may have to comply with 
more than just their national personal data 
protection regime

Laws to protect personal data were for the longest time non-
existent in most South East Asian countries. With the coming 
into force of several national personal data protection laws, for 
example the Singaporean or the Malay Personal Data Protection 
Act (“PDPA”), this situation has changed during the last years. 
Continuous efforts of local authorities, such as advertising 
campaigns or letters addressed at individual businesses, have 
led to an enhanced awareness of personal data protection 
laws. Yet, the number of cases in which, for example, the 
Singaporean Personal Data Protection Commission imposes 
financial penalties on organisations for non-compliance with 
the data protection rules keeps on growing. This shows that 
many organisations still struggle to adapt to the new rules or, 
sometimes to avoid costs, consciously choose to ignore them.

The European General Data Protection Regulation (“GDPR”), in 
force from 25 May 2018 onwards, subjects many businesses in 
South East Asia to additional data protection laws. This increases 
their administrative burden substantially. Even businesses that 
are already compliant with their national laws, e.g. their national 
PDPA, may have to implement additional measures to take the 
often stricter rules of the GDPR into account. The administrative 
fines possible in case of non-compliance with the GDPR – more 
than € 20 million(!) – take this topic to a whole new level.

This brochure aims to provide you with a first overview of the 
impact the GDPR may have on your entity’s business operations 
in South East Asia. It starts with some general comments on the 
GDPR  (see part 1) and provides you with an overview about the 
situations in which the GDPR may be relevant for your business 
organisation (see part 2). Afterwards, it describes the GDPR’s 
key principles relating to the processing of personal data (see 
part 3), the rights the regulation grants to individuals (see part 
4) and the obligation to maintain records of data processing 
activities (see part 5). Part 6 covers the obligation to appoint 
a data protection officer and a representative in the European 
Union. Possible sanctions in case of an infringement of the 
GDPR’s provisions are highlighted in part 7. Finally, in part 8 of 
this brochure, we set out how we can support your business in 
complying with the GDPR.

1. What is the GDPR?

The European “Regulation on the protection of natural persons 
with regard to the processing of personal data and on the free 
movement of such data” – short: General Data Protection 
Regulation or GDPR –  governs the processing of personal 
data. “Personal data” is information related to an identified or 
identifiable human being. “Processing” refers, roughly speaking, 
to everything that is done with this personal data, most important 
its collection, use and disclosure. The GDPR does hence 
present an exhaustive protection regime for personal data.

It has, first of all, effect on personal data processed by European 
organisations. However, where a sufficient connection to the 
EU can be established, the GDRP will as well be relevant for 
non-European business organisations. Hence, many deem its 
coming into effect to be the start of a new era in the field of 
worldwide personal data protection. 

2. Is the GDRP relevant for my business entity?

2.1. Cases in which the GDPR is relevant for 
South East Asian business entities

First and foremost, the GDRP applies to the processing of 
personal data by organisations established in the European 
Union. However, as far as personal data of persons who are in 
the European Union is processed, the regulation may also be 
relevant for South East Asian business entities. 

If the respective data processing activities are related to 
the offering of goods and services to persons in the EU 
(irrespective of whether a payment is required or not) the 
provisions of the GDRP have to be abided by. All circumstances 
of a particular case should be taken into account in order to 
determine whether or not this is the case. Examples of relevant 
factors are the language of an offer, the currency which is 
accepted as payment for goods and services offered or the 
existence of an option to send goods to the EU or to render 
services in the EU.

The second case in which the GDRP applies is when the 
data processing activities are related to the monitoring of 
persons’ behavior taking place within the EU. This may 
especially be the case, where a person is tracked on the 
internet (which relates in particular to web tracking via cookies 
or social plug-ins).
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2.2. The transfer of personal data from Europe 
to South East Asia

South East Asian business entities do often have European 
parent companies or are part of a bigger international group 
of companies. Not seldom personal data is transferred from 
European group companies to their Asian affiliates. Especially 
in this case caution is advised and the new laws have to be 
taken into account. 

Generally speaking, a transfer to a – from a European 
perspective – “third country” is only allowed 

�� if the European Commission has made a decision on the 
adequacy of the protection of personal data in that particular 
third country (“adequacy decision”), 
�� if the transferring organisation has put appropriate data 

protection safeguards in place, or
�� if one of the narrow exception clauses of the GDRP applies. 

The same goes for data transfers from one third country (to 
which data from the EU was transferred) to another third country.

With regard to South East Asian states the Commission has 
so far not made any adequacy decision. Hence, if a European 
organisation would like to transfer personal data, say, to its 
Singapore or Malay subsidiary and no exception is applicable 
it has to provide for appropriate safeguards. The same applies 
if the subsidiary transfers personal data to another “third 
country”. Such safeguards may especially be put in place via 
the implementation of binding corporate rules between a group 
of companies or contractual clauses between the transferring 
and the receiving organisation. 

The following example illustrates how the GDPR may be 
relevant for an international group of companies:

Parent company A in Germany has collected personal data 
of its individual customers. Now it transfers this data to its 
subsidiary B in, for example, Singapore which shall then 
analyze this data together with a business partner C in, say, 
India. In this example, the local subsidiary B would need to 
comply with its local Singaporean Personal Data Protection 
Act. Furthermore, with regard to both
- the transfer of personal data from parent company A to 
subsidiary B and
- the transfer from subsidiary B to the Indian business partner 
C,
the rules of the GDPR would have to be taken into account.

At the end of the day, this means that the European company 
A has to ensure that the data handling by its subsidiary B
meets the standards prescribed by the GDRP and, in turn, 
the local management of subsidiary B has to ensure the same 
with regard to the data handling by its business partner C. 
This result may especially be achieved via binding contract 
clauses addressing the subject matter.

3. The GDPR is relevant for my business entity. 
What do we have to take into account when 
processing personal data? 

To the extent the GDPR applies to the data processing activities 
of an organisation, especially the following six key principles 
have to be taken into account:

�� Personal data shall be processed lawfully, fairly and in a 
transparent manner in relation to the individual concerned 
(“principle of lawfulness, fairness and transparency”). 
The GDPR lists a number of cases in which data processing 
is lawful. First and foremost, this is the case if consent is 
given by the individual to the processing of his personal data 
for a specific purpose. While this is a familiar principle in 
many jurisdictions, the range of information which has to 
be provided to an individual, when collecting personal data 
from it does substantially exceed the requirements under 
most national personal data protection laws. Not only do 
organisations have to provide information about the purpose 
of the data processing for which the personal data is intended. 
They are, for example, also required to inform individuals 
about the legal basis for the data processing or, if applicable, 
the intention to transfer data to a third country and the means 
by which data is safeguarded in this respect. Furthermore, 
information about the storage period and certain rights of the 
individual in relation to their personal data may have to be 
provided. In many cases businesses may fulfil their obligation 
to provide the aforementioned information via an appropriate 
declaration on their website or an external data protection 
policy addressed at its customers.
�� Personal data shall only be collected for specified, explicit 

and legitimate purposes. It shall not be processed in a 
manner that is incompatible with these purposes (“principle 
of purpose limitation”).
�� Personal data shall be adequate, relevant and limited to what 

is necessary in relation to the purposes for which the personal 
data is processed (“principle of data minimization”).
�� Personal data shall be accurate and, where necessary, kept 

up to date. Organisations must take all reasonable steps to 
make sure that personal data which is inaccurate (in relation 
to the purpose for which it is processed) gets erased or 
rectified without delay (“principle of accuracy”).
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�� Personal data shall in general be kept in a form which 
permits the identification of an individual for no longer than 
is necessary for the purposes for which the personal data is 
processed (“principle of storage limitation”).
�� Personal data shall be processed in a manner that ensures 

its appropriate security (“principle of integrity and 
confidentiality”). This does especially include appropriate 
protection against unauthorized or unlawful processing and 
against accidental loss, destruction or damage.

In addition to these key principles, business entities have to 
take into account that the processing of certain categories of 
personal data is generally prohibited. This includes, for example, 
data revealing the racial origin or religious belief of a person or 
data concerning a person’s sexual orientation.

Furthermore, organisations have to implement technical and 
organizational measures to ensure an appropriate level of 
security with regard to the processing of personal data. In case 
of a personal data breach, the responsible supervisory authority 
(and possibly also the individual concerned) will generally have 
to be informed without undue delay and, where feasible, not 
later than 72 hours after an organisation became aware of the 
personal data breach.

4. How can business partners, customers 
and other individuals hold my business entity 
accountable?

The GDPR grants several rights to individuals. Organisations 
are under an obligation to facilitate the exercise of these “data 
subject rights” and to provide information on the action they take 
on the exercise of these rights by an individual. In particular, 
individuals may have

�� the right to access their personal data processed by 
organisations and the right to be provided with certain 
information pertaining hereto (“right of access”),
�� the right to have inaccurate personal data rectified and 

to have incomplete personal data completed (“right to 
rectification”),
�� the right to have their personal data erased (“right to be 

forgotten”),
�� the right to restrict the processing of their personal data 

(“right to restriction of processing”),
�� the right to receive the personal data, which they have 

provided to an organisation, in a structured, commonly used 
and machine-readable format and to a transmittance of this 
data to a third party (“right to data portability”),
�� the right to object to processing of their personal data (“right 

to object”), and

�� the right not to be subject to a decision based solely on 
automated processing which produces legal effect concerning 
the individual or similarly significantly affects it (“right not to 
be subject to automated decision-making”).

5. What is a “record of processing activities”?

In order to demonstrate compliance with the GDPR, businesses 
(or their representatives) will have to maintain records of 
personal data processing activities under their responsibility. 
Exemptions may apply for organisation with less than 250 
employees. 

The record of processing activities may inter alia have to contain
�� information about the purposes of data processing, 
�� a description of the categories of individuals whose data is 

processed and of the categories of personal data, 
�� the categories of recipients to whom the personal data has 

been or will be disclosed or 
�� the envisaged time limits for erasure of the different 

categories of data. 

On request, the record of processing activities shall be made 
available to the supervisory authority.

6. Does my business entity need a data 
protection officer? What is a “representative in 
the European Union”?

6.1. Data protection officer

Pursuant to the terms of the GDPR, many business entities 
will have to appoint a data protection officer (“DPO”). Broadly 
speaking, an organisation will have to appoint a DPO, if its 
core activities consist of processing operations which require 
regular and systematic monitoring of persons on a large scale. 
Furthermore, a DPO will be necessary, if the core activities of 
an entity consist of processing special categories of data (such 
as data revealing the racial or ethnic origin, religious beliefs, 
biometric data or data relating to criminal convictions/offences) 
on a large scale.

The DPO’s main responsibility is the monitoring of his 
organisation’s compliance with the GDPR. Hence, the regulation 
calls for a person with “expert knowledge of data protection law 
and practices” to be designated as DPO. Many businesses may 
thus opt to appoint an external advisor. Failure to appoint a DPO 
may lead to high administrative fines.
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6.2. Representative in the EU

If a company established outside the EU falls within the GDPR’s 
scope of application, it must appoint a so-called “representative 
in the Union”. Exceptions from the obligation to appoint a 
representative may apply, however, if data processing is only 
occasional and does not involve particularly sensitive data on 
a large scale. 

This representative has to be established in one of the EU 
member states where the individuals whose personal data is 
processed are. He shall be a point of contact for individuals 
and/or supervisory authorities with regard to GDPR related 
questions. Furthermore, he may be responsible for maintaining 
an organisation’s record of processing activities (see part 5 
above). This requires the representative to be familiar with the 
GDPR. Thus, just like with respect to the DPO, the appointment 
of an external advisor may be advantageous and the failure to 
appoint a representative may lead to administrative fines.

7. What happens if my organisation does not 
comply with the GDPR?

In case of an infringement of the provisions of the GDPR, high 
administrative fines are possible. Depending on the infringed 
provision, these fines can amount up to € 20 million or up to 4% 
of the total worldwide annual turnover of the preceding financial 
year, whichever is higher.

8. How we can assist you

Luther is ready to assist your business entity in ensuring 
compliance with the GDPR. We offer the full range of legal 
advice in this respect and it is our goal to facilitate your daily 
work and to minimize your compliance risks. We can especially 
assist you with the following services:

8.1. GDPR audit

The most comprehensive kind of support we offer is to audit 
your organisation regarding its compliance with the GDPR. 

An audit will provide us with a detailed picture of your 
organisation’s personal data portfolio. It will help you to detect 
gaps and lapses in your organisation’s data handling procedures 
and it forms the basis for addressing your organisation’s specific 
needs in developing a comprehensive personal data protection 
framework.

In the first stage – the pre-audit – we would provide you with a 
checklist enquiring information to establish where personal data 
exists and how it is handled. Based on the information provided 
by you, we would then conduct the actual audit (the second 
stage) consisting of an exhaustive review of the information 
collected, the identification of potential compliance failures as 
well as a final report proposing the necessary amendments to 
your organisation’s personal data protection regime.

8.2. GDPR training and internal data protection 
policy 

A crucial step in ensuring compliance with the GDPR is gaining an 
in-depth understanding of your organisation’s obligations. To help 
you in this process, we offer GDPR training sessions. A training 
with us is a suitable option not only for decision-makers, but also 
for employees who carry out data processing related tasks.

You may also choose to have us draft data protection policies 
for your organisation. An internal data protection policy is 
a program comprising structured internal procedures your 
entity may implement to ensure compliance with the GDPR. It 
allocates responsibilities and sets out what your organisation 
has to take into account when processing personal data. A 
data protection policy provides thus a reference guide for all 
members of your organisation concerned with data processing. 

8.3. Consent clauses and provision of required 
information

As set out, in many cases processing personal data will only be 
legal, if the concerned individual has given its consent hereto. 
And even where personal data may be processed without 
the individual’s consent, a written declaration of consent may 
significantly reduce the risk of subsequent disputes. 

Furthermore, the GDPR makes the validity of a given consent 
subject to a number of requirements and lists information which 
has to be provided when obtaining personal data (see part 3 
above). This information may especially be provided via an 
appropriate declaration on an organisation’s website or via an 
external data protection policy.

We are able to draft consent clauses, declarations or external 
data protection policies that are suitable for your organisation, 
in line with the GDPR’s requirements and include the prescribed 
information.
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Your contact persons for further questions

In Singapore:

In Malaysia:

8.4. Record of processing activities 

If your business is required to maintain a record of processing 
activities, we are ready to support you in setting this record up 
and advising you regarding its maintenance.

8.5. Binding corporate rules and contract 
clauses for international data transfers

In case personal data is transferred from your European group 
companies to your South East Asian business entities, we can 
assist you to put appropriate safeguards in line with the GDPR’s 
requirements in place (i.e. binding corporate rules/contract 
clauses). The same applies for data transfers from your Asian 
organisation to an organisation in another third country.

8.6. Data protection officer and representative 
in the European Union

Neither the data protection officer nor the representative in the 
European Union need to be an employee of your organisation. 
Hence, if your entity has to (or opts to) appoint a data protection 
officer and/or representative in the European Union, you may 
choose to outsource this function and to appoint one of our 
GDPR specialists to ensure your GDPR compliance. 

Pascal Brinkmann, LL.M. (Stellenbosch)
Attorney-at-Law (Germany)
Managing Director
Luther Corporate Services Sdn. Bhd.
Malaysia
Phone +60 3 2166 0085
pascal.brinkmann@luther-services.com

Sebastian Blasius
Attorney-at-Law (Germany)
Luther LLP
Singapore
Phone +65 6408 8000
sebastian.blasius@luther-lawfirm.com

Luther LLP
4 Battery Road
Bank of China Building #25-01
Singapore 049908
singapore@luther-lawfirm.com
Phone +65 6408 8000
Fax +65 6408 8001

Luther Corporate Services Sdn Bhd
Unit 17-2, Level 17, Wisma UOA II
No. 21, Jalan Pinang
50450 Kuala Lumpur
Malaysia
malaysia@luther-services.com 
Phone +60 3 2166 0085
Fax +60 3 2166 0087

Luther Law Firm Limited
Uniteam Marine Office Building
Level 8, Unit #1, 84 Pan Hlaing Street
Sanchaung Township
Yangon 11111
Myanmar
myanmar@luther-lawfirm.com
Phone +95 1 500021
Fax +95 1 502852 
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Luther Rechtsanwaltsgesellschaft mbH advises in all areas of business law. Our clients include medium-sized companies  
and large corporations, as well as the public sector.
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London, Luxembourg, Munich, Shanghai, Singapore, Stuttgart, Yangon

Luther Corporate Services: Delhi-Gurugram, Kuala Lumpur, Shanghai, Singapore, Yangon

Your local contacts can be found on our website www.luther-lawfirm.com.
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